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1 Introduction

The Center for Consumer Information and Insurance Oversight (CCI10), a division of the
Department of Health and Human Services (HHS), is charged with helping implement many
provisions of the Affordable Care Act. CCIIO oversees the implementation of the provisions
related to private health insurance including providing oversight for the issuer-based data
exchanges that populate http://www.healthcare.gov.

These technical instructions explain how the HIOS application works within any compatible
Internet browser application such as:

1. [Internet Explorer ( version 7 or higher)

2. Mozilla Firefox ( version 5 or higher)

3. Chrome (version 9.0 or higher)

CMS Enterprise Portal: CMS Enterprise web portal will be used for accessing CMS systems.
Various CMS systems will be integrated with the portal in the coming months. HIOS will be
int%grated with the Enterprise Portal and will only be accessible through the portal on March
28"

Enterprise Identity Management System (EIDM): Enterprise Identity and Access
Management System. EIDM provides Authentication and Authorization capabilities and is
tightly integrated with the CMS portal. Users will need to register for an EIDM account and
obtain a CMS Enterprise Portal User ID and Password to access the CMS Enterprise Portal.

Pre-Requisites for HIOS Access:

e All users will be required to complete the Enterprise Portal registration process, which
includes Identity Verification (ID Proofing).

e ID Proofing verifies that the individual referenced in the account is the same person creating
the account.

e Additional information collected includes the following Personally Identifiable Information
(P1I) for purposes of the ID Proofing Process: Social Security Number, Date of Birth, Home
Address and Primary Phone Number


http://www.healthcare.gov/
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2 HIOS System Access

Starting March 28™, 2013, users will be able to access HIOS by navigating to the CMS
Enterprise Portal Site at: https://portal.cms.gov/ . Users will be required to enter their CMS
Enterprise Portal credentials and then access HIOS.

Figure 1: CMS Enterprise Portal Main Screen

Enterprise Portal Home | Abow CMS | Mewsom | Arches | € Help & FAQs | L) Emai | 4 Print

CMS.gov

Centars for Medizars & Medicaid Services Leam about your heaithcans options Search CMS.gov
Health Care Quality lmprovemant Systens  Provider Resources

CHS Portal » Welcome to CMS Portal

Welcome to CMS Enterprise Portal

CMS Secure Portal

The CMS Enterprise Portal is a gat y being offered to / To log into the CMS Portal a CMS user accound is
: required
allow the public to access a number of systems related to
- el If you are unablé 1o og into the CMS Portal vsing
Medicare Advantage, Prescription Drug, and other CMS Your CMS user eccount, please contact ine CMS
programs. heipdesk at 1-B00-562-1063
@ Login to CMS Secure Portal
." 4 4
Forgol Password?
. " - Hew User Ragistration
4 ] - =1 » . INOrMation for peopic witl
CMS Provides Health Coverage for 100 Million L Hlacieare Wisicaie noen
People.. . ““‘:"; enoiment_and beneis
CMS News
l iniormatian for children up to he
'(! 3¢ of 19 In need of Nealth care Stakes Moving Forward 1o ok .
. G o e . . | i hes Moving Forward to Implemwent Health
through Medicare, Mecdicad, and the Children's Heallh Insurance Program. And with "',}‘.,',',',";," Coverag Reforn

health insurance reforms and health care exchanaes. we are imoraovina health care and

Existing HIOS users will be pre-registered into the CMS Enterprise Portal but will be required to
provide some additional information specific to identity verification. New HIOS users will be
able to access the system but will be required to register for a CMS Enterprise Portal account,
register for a HIOS account and then tie the two accounts together.

2.1 Existing HIOS Users

All existing HIOS users will automatically receive a CMS Enterprise Portal account to log into
the CMS Enterprise Portal. Emails with the new CMS Portal credentials were sent to all
registered HIOS users. If you are an existing HIOS user who did not receive the CMS Portal
credentials, please contact the Exchange Operations Support Center at 1-855-CMS-1515 or email
them at CMS_FEPS@CMS.HHS.gov.

Upon logging into the Enterprise Portal, HIOS users will be required to provide additional
information that is not currently in HIOS to complete the registration process. Once registration
is complete, users will be able to access HIOS. Here is the sequence of screens below.


https://portal.cms.gov/
mailto:CMS_FEPS@CMS.HHS.gov
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Figure 2 - CMS Enterprise Portal Main Screen- Login

CMS'QOV |Emegpr|se Portal Harne | Abcat ARG | Hewassoes | Srchee | €0 Helo & EAQs | ) B | 43 B
Centers for Medizare & Medcaid Senices Leam abour your healt a'e optons. Baarch CMS gov

Healh Carn Quakity bepaovemant Systess  Frovides Rasources

CMS Portal » Welcome to CMS Portal

Welcome to CMS Enterprise Portal

CMS Secure Portal

>
The CMS Enterprise Fortal is a gateway being offered 1o / Takog o the CWS Podal & CWS user account &
allew the public to access a number of systems related 1o A

. s o are unabie 10 kg o e CMS Portal Laing
Medicare Advantage, Prescription Drug, and other CMS - VUr CARS esser Sccount. pleass contact B CMS
programs. L4 epdask ot 1-800-552 188

8 Login to CMS Secure Portal

ME i 1

CMS Provides Health Coverage for 100 Million E e

People ewvninent and benelis

eformaion tor chidren up 1o e
'f‘_ [ g2 ol 19 in need of bealh care States Mowing Fonaaed 1o Igiement Heatn
L SOVETIOe. Fedorm

T 3o

through Medscare, Mecicaid, and the Chidren's Health Insurance Program. And with

1. Navigate to the CMS Enterprise Portal URL included in the CMS Enterprise Portal
Account email or go directly to https://portal.cms.gov/.
2. Select the Login to CMS Secure Portal button.

Figure 3 - Terms and Conditions Page

Home | About CME | Newsroom | Arcrive | @D Portal Hetp 8 FAGs | (2 Emad | o price ||

CMSgOV Entferprise Portal

Centers for Medicare & Medicaid Services

Health Cal ¥ system  Provider
Terms and Conditions
You ane ingalls . ion syzbern, which includes (1) this computer, (2) this computer netwark, (2) all compulers connecled lo tis

network, and (4) all devices and storage media afached 1o this network orto a computer on this network. This information system I3 provided for U.S. Government-
authanzed use only.

Unauthorized of improper use of this system may result in disciplinary action, as well a3 chil and criminal penalties,

By ussing s informeation system, you understand and consent b the follawing

‘You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this information system.

At any me, and for any lawtul punpose, the may manitor, intercept. and search and sede any Communication or data transiting or stored
an s information system

Any communication or data ransiting or stored on this information system may be disdosed or wsed for any kwdul Gowemment purpase

To continue, you must accept the terms and conditions. If you decling, your login will automatically be cancelied

3. Read the Terms and Conditions for using the CMS Enterprise Portals. Users must select
“I Accept” to proceed into the portal.


https://portal.cms.gov/
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Figure 4 - CMS Enterprise Portal Login Page

Home | About eMS | Newsraom | Archive | @) Portal Help & FAQs | [ Email | ([ prit |
Enterprise Portal

CMS.gov

Centers for Medicare & Medicaid Services

Health Care Quality Improvement System Provider Resources

Welcome to Enterprise Portal

Tolog into the CMS Portal a CMS user account is required.

If you are unable to log into the CMS Portal using your CMS user account, please contact the CMS helpdesk at 1-800-562-1963

User ID ——
Password —

Forgot Password?

Forgot User ID?
Need an account? Click the link - New user reqistration

4. Enter the User ID and Password credentials included in the email.
5. Select the Log In button.

Figure 5 — EIDM ID Proofing Screens

Welcome to EIDM

You are logging into the system for the first time. The system needs to verify your identity in order to complete the registration process and grant access to the requested application. Select MNext' to proceed.

N e—

Terms and Conditions

Consent To Monitoring

onsant 1o be monitored. Unauthonzed atlempts 10 upioad information and/ar changs miormation on this web s Bre stnetly prahibied and are subgect 1o prosecution under the Compatar Fraud and Abuse Act of 1956 and Titse 18

courage you to read the HHS Rules of Bahavior for more details

Protecting Your Privacy

Protacting your Privacy is 8 top peority st CMS. W ae committed 1o ansunng the secunty and canfidactiality of the user registening 1o EIDM. Plaase read the CMS Privacy At Statement which dascribes how we use the infmalion you provide

Collection Of Personal Identifiable Information (P}

Porsonal” infoemation

th s provisions. | understand ihat
o Fadetal
his/ee designos | alsn unders

0-0002.0015, dated August 26th 2010 and understand and agree

copyright law, and 18

recuued b use these seraces. | understand that any specisl procedures established by CMS for identity prooking using

equested are re y the
M % UraNsaClicns in e ApEhCant's AEME

WS to Expanan will b2 used 5

1 agree to the wrms and i Q

BT

6. Inthe Welcome to EIDM window, select Next.
7. Click to place a checkmark in the “I agree to the Terms and Conditions” box then select

Next.
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Figure 6 — Your Information Page

Your Information

First Nam Micdle Mame
Last Nama Suffic
E-mail Address

* Social Security Number.

* Date of Birth
MM oo YYYyYy

Home Address Line 1
Home Address Line 2

- Gty - Btate: - Zip Code:  Zip Code Extension

= Home Address Line 1
123 Mam Temrace

Hame Address Lina 2

- City State: - Zip Code:  2ip Code Extension
Manassas 4[] 20112

imany Fhone Mumber

103 a7 6000

OverlyTks %My

D G

8. Some information will be pre-populated for you. Complete any additional information
requested.
Please note: The information will be verified against Experian’s credit information. If
any of your information has recently changed (i.e. change of name or address within 1-6
months), your information may still reflect your previous information. You may be
directed to contact the credit agency for verify your identity.
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Figure 7 - Identity Verification Screen -1

oan, select NOME OF THE ABOVE/DOES NOT ARPLY"

aton

i
B FINANCIAL SVES
MCHE OF THE AROVEDORS HOT APPLY

¢ select NONE OF THE ABOVE'

e Verm of your aule loan (in months) fiem the followirsg choices. If your slo loan or addo lease

M OF THE ABOVE
may kvt apned a [BANK OF AMERICA) ciodit can Pioase seloct the year in which your account was apansd

2008
oot
2008

am
MEHE OF THE ABOVE

on ane of the following streets. Please selsct The strest nama Som the fallowing chaicos

AKITLERIFLD
MEHE OF THE ABOVE

9. User information is submitted to Experian whereby four unique questions and answers
are provided to each user to respond to for Identity Verification. Answer each question

given as accurately as possible.
Figure 8 - Identity Verification Screens -2

Home | Abot CMS | Newswom | Awhive | € Helo 8 FAQs | &) Emai | & Bant

CMSQOV ‘ Enterprise Portal
Centers for Medicare & Leam about your heallhcare optigns

Medicaid Services

Searth CUS.gov

Health Care Quality Improvement Sysiem  Provider Resources.

CMS Portal > Registration

Chooaa tser 0 3n8 P
Choose User D and Password
UseriD JoPTG0RR3N00 SO

Password

Canfim Password saresseers

Select your Challenge Questions and Answers:

10. Once successfully verified, users must reset their password and setup challenge questions

to assist with future password resets and identity verification.
11. After customizing the selected security questions and entering answers, select Next.
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Registration Complete
process. Pleasa log out and login again in srder far your profile update to take affect

¥ou have now fully complated yaur verifs &

12. Once the EIDM registration is complete, existing users will need to log out of the system
for their profile updates to take effect.

Figure 9 — CMS Enterprise Portal Page- Login with EIDM Credentials
= |

tace | Beme OO | s | st | W ben ARG | D Esa) | BB

CMS gOV | Enterprise Portal
Cueters for bhecicans & Maccasd Straces 4T 0 CuE T e 000 Sewes o

CMS Secure Portal
3 g e R
-

Weleome to CM3 Enterprise Portal

The CHS Enb Poralis a
nliow the pabic 1o occess @ number of systems redsted
b Maedicare Advantage. Prescription Diug. and cthwr

CUS puegrnmns

CMS Provides Health Coverage for 100
Million People...

13. Log into the CMS Enterprise Portal using the credentials just created.
Figure 10 - HIOS Landing Page- Authorized User

@roraireipaFaes  fF Pom [# wegow  weicome
CMS
-gov
<D
M Portal > My Portal
CMS News

Medicaid and CHIP
| ; MAc PrO States Mowing Fonem 1 implement seatn

R
Medicaid & CHIP Program System
Streaminng il Medc ) and CHIF

Enterprise Portal

e e e

CMS Provides Health Coverage for 100
Million People... LRI I W

\nfoemanon for pacpie win
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14. Users that have registered in the CMS Enterprise Portal, registered in HIOS and acquired
access to HIOS in the portal will be directed to the My Portal landing page. Select the
HIOS tab.

Figure 11 - Access HIOS, Plan Management Landing Page

u 5 Enterprne HIOS - Whatilly Fref: —
8t Erterpre Poeal - MO = | Hame - ek nosnnce dvmight 5. - | 4
& F a T e cmey . . - st AR " T » (B oo e

Moma - REES 1] 0o b yocr ammsd || Rectorpat - Logn || Welcama || YouDecide B Most Vst

@romivepiraas  ferm

1
Cg“g§ | Enterprise Portal

W05  UyPortal

CME Poital » HIOS

Page Title
Welcome

L i doknr S AL QU COMURS PRt &1 (1t Vil Plege sancius i Bl Grasce suamod 63 S s suem seefertiss ol Vin b Seque viderer repudiane fec s denius Melagenal in mea sied (R everll An deant prms
postusant sea. Ensd ponserum denocrium ws & Vs wnvaret d €M, dokor &P VEUDETAA kit £, QI PEriclils putia‘e A &8 VM In hal AU FECUSa0O, 604 £ WSl sl assuevert

Health Insurance Oversight System (HIOS)

el UG EOMLIG POMGIN €2 Ut Vol FAOGRE Antius DY 88 Graces eummed 60, B L Sulom SerASelise 6 VM B SOGUE iStred repudiane Nee 03 Seniqus FASIoguba

gement and Market Wide Functions

Loren psam doior St amet, 5que COMMLNG porieta e usk 3 ad. Est g S0 nen e sendertia ¢ VM b 30 repudiare. Nec &3 denkgue gebat

Actess P Management & Marke! Wios Forctons

_ CMS.gov |Enterprise Partal

15. On the HIOS tab, select the Access HIOS link to navigate to the HIOS Home Page. No
additional authentication will be needed.

Figure 12 - HIOS Home Page

Health Insurance Oversight System

HOME  FAQ | CONTACT US | SIGN OUT

Welcome

Organization Management

& Administrative Functions: H.IQ_S_H_QIJJ_E_EEQQ

Manage Account Announcements

Register an

Organization

Role
Management

HIOS Functions:

Health Plan and
Other Entity

Enumeration
System
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2.2 New Users Registration

New users to CMS Enterprise Portal and HIOS will be required to complete three parts to set up

their account:
e Register within CMS Enterprise Portal for an account.
e Register within HIOS.
e Associate the two accounts to enable single sign-on from the Enterprise Portal directly

into HIOS.
Figure 13 - CMS Enterprise Portal Page- New User Registration

toma | Adot G | piewsmom | A | €9t & Fags | L) Emal | G Biw

CMS.goV | enterprise portal
Centers for Medicare & Medicaid Services Leam sbout ynur Deaicare opkong dearch CME.gov
Hoalih Cara Guallty Improvement System  Provider Ressurces
7 g CMS Secure Portal
Welcome to CMS Enterprise Portal _
,
hie CMS Ports ecaunt

The CMS Enterprise Portal is a gateway being offered to
allow the public to access a number of systems related

to Medicare Advantage, Prescription Drug, and other B
CMS programs. -

hefpoesk at 1-800-562- 1963

; ing
@ Losin to CMS Secure Portal 1]

x : Infoerestion for pa h
NS Provw - . Tavers o s -
- . ” . Medicae, Megicare ogen
CMS Prov 1(11\?&:9.1]1[)]1 C <i\ erage for 100 E ir2care Vet areogen CMS News
dithon People...
Inforrseation for children up o
-M va 30 of 18 [0 need of heal
threasgh Medicars, Medicaid, and the Children's Hesith Insurance Program. And ‘;“WJ-.’; L
B o
with heallh insurancs reforms and heallh care exchangss, we are improving heath
care snd OELTING COWaE | A AR Il A0, Lake. AN, Cace
care and ensuing coverage for all Americans |Hmcqm | inbo vouE 1a0ls, Seplure

New users will navigate to the Enterprise Portal at https://portal.cms.gov/.
2. Complete steps 7-13 in the previous section 2.1 Existing HIOS Users to complete the

registration form and identity verification.
3. When the user receives a Registration Complete confirmation screen, select the OK

button.

=

Figure 14 - Confirmation Screen

L RS PR ——

M5 Port » Registrasion

Registration Complete



https://portal.cms.gov/
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4. Users will receive an email acknowledging successful registration and the email will
include the CMS Enterprise Portal User ID.

Figure 15 - My Access Page -1

CMS Enterprise Porta

.gov|
MyPoral

CMS Portal » My Access

My Access View And Manage My Access

Apghcation Take An Action

5. For users who do not have a HIOS account, one the My Portal page, select the Request
New Application Access link in the My Access navigation panel.

Fig_]ure 16 — Request New Application Access screen

CC]’%§ Enterprise Porta

My FPoral

CHWIS Portal = My Accass

-

My Access

Request New Application Access

acl an applcaton and then a role te request access

- Appleation Degecription SIZE - HIOE Applicarion =]

5 - Role Saluct the Rule -]

6. Inthe Application Description field, select HIOS — HIOS Application.
7. Inthe Role field, select HIOS Issuer.

10
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@ Portal Help & FAQs.

CMS
gov

MyPortal

CMS Portal > My Access

My Access

e

Figure 17: Request New Application Access

& Print ERT - ——

Enterprise Portal

Request New Application Access

8. The screen will add an “Enter Validation Data” section to the page. Select the
https://www.insuranceoversight.hhs.gov/HIOS/RequestHIOSAccount.aspx link on the

screen.

Figure 18 - HIOS Registration Form

Health Insurance Oversight System

Thursday, February 21, 2013 SIGN-IN

Request HIOS Account

Flease note that you are applying for access to the Health Insurance Oversight System (HIOS). If
you have any questions, please contact the HIOS Helpdesk at Phone: 1-877-343-6507 or
Email: insurance ight@hhs.qowv.

(*) Indicstes = required fisld

dE

Sccmssibility Rules of Behavior W=D Policies File Formats angd Plug-Ins

U.S. Department of Health & Human Services + 200 Independence Avenue, S5.W. : Washingten, D.C. 20201

9. Users will need to complete the Request HIOS Account form and submit for approval.

11
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10. Once approved, users will receive an email with their HIOS account information and an
Authorization Code to request access to HIOS within the Enterprise Portal.

Figure 19 - New HIOS User-Enter Authorization Code screen

Enterprise Portal

CMS
.gov

HyPortal

CMS Portal > My Access

My Access

Request New Application Access

11. Navigate back to the My Access section of My Portal within the CMS Enterprise Portal.

12. Select the Request New Application Access link.

13. In the Application Description field, select HIOS — HIOS Application.

14. In the Role field, select HIOS Issuer.

15. Enter the Authorization Code provided within the HIOS Account Request Approved
email received.

16. Select the Submit button.

Figure 20 - Request Acknowledgement Screen

.gov
uiyPoral

CMIE Portal » My Acenst

My Access ‘ Request Acknowledgement

17. Select OK on the Request Acknowledgement screen.

18. Logout of the CMS Enterprise Portal.

19. Wait approximately 2 minutes and log back in.

20. Users must log into the Enterprise Portal to request access to HIOS.

12
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Figure 21: HIOS Tab

—
n M Erterprise Portal - HI - Mogibs Frelon =

B4 M Enberprise Portal - HIOS ¢ | £ Home - Heakh Insursnce Oversght 5. - | +
& P o abe] e CTREHSD . il hisAm/ e el A AR A s JARAELACR T NS = @

Hame - RIS 11 Go be yeur email || RedCarpet - Login | Welcome || Youlecide (5 Mest Visted

@ Portal Help & FADs & Print [% vLogow

CMS ] ) My Frofie
a0V Enterprise Portal My AcCCess

My Actons.

Page Title

Welcome

Lorem ipaum dotor it amet, ISque COmMund perects ¢4 usu. Vi integre sandius ad. Est Qrate culsmad ¢a, St unum auiem sertentias ¢l Vim i asque viderer repudians. Ned ¢ denque infelitgebat. In mea sint dita everll. An dkant pamis
postutant sea En p wis e 18 ACcusabi vis, uvarel corp : i cum, golor ergust SralA IS #41, CICAM PENCUTS MEpUCIATE Ram e Vim in gl [ADIU recusAbo, B0s Cu wisi Teugail assueveri!

Health Insurance Oversight System (HIOS)

Lorem gsum color Sit AME ISGUE COmmune perecto ex Uiy Vil inlegre Sancius ad. ES1 graece eusmod ea, $it unum aulem senlentiee e Vim be aeque viderer repudiare. Nec £a denkjue inlellegetiat
ArCiss HIOE

Plan Management and Market Wide Functions

Lorem ipsum oolor sit amet. iisque commune perfecto ex usy. Ved integre sanctus ad. ESt graece euismod €3, Sit unum auiem sententiae &i. Vim te aeque viderer repudiane. Nec ea denique inellegenat
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21. Select the HIOS tab.
22. Select the Access HIOS link.

Figure 22: HIOS Portal Home Page

Health Insurance Oversight System

Thursday, February 21, 2013 HOME | FAQ | CONTACTUS | SIGN OUT

Welcome Jessica Rabbit

HIOS Portal Home Page

Manage Account Announcements

The Center for Consumer Information and Insurance Qversight
(CCII0) has launched the Form Filing sub-module within the
Document Collection module of the Health Insurance Oversight

Register an System (HIOS).

Organization If you have been notified by CCIIO that the requirement to submit
form filings applies to you, please access the User Registration Form
from CCIIO’s website here.

A completed User Registration Form must be submitted to the HIOS
Role help desk at insuranceoversight@hhs.gov.

Management For general questions, please send an email to

formfiling@cms.hhs.gov. For questions related to HIOS or technical

issues, please send an email to insuranceoversight@hhs.gov.

New accounts will not have any organizational associations or role permissions. Those requests

must be made separately.
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3 Register an Organization

Register an Organization module allows the user to verify a company existence in HIOS or
create a new company or issuer within HIOS. The organization must be actively registered in
HIOS in order for a user to request access to the account or role permissions to the account.

Most of the modules within and controlled by HIOS will require the user to be cross-referenced

(or associated to) at least one organization, company, issuer, or state (for state modules only)
before a user can even have access to the module. The user will not have the module’s access
button until the user has an approved role request to an existing or approved new organization.

Figure 23: Register Organization

Manage Account

Register an
Organization

Role
Management

Thursday, February 21, 2013

Health Insurance Oversight System

HOME FAG COMTACT US SIGMN OUT
Welcome lessica Rabba

HIOS Portal Home Page

Announcements

The Center for Consumer Information and Insurance Owersight
(CCII0) has launched the Form Filing sub-module within the
Document Collection module of the Health Insurance Owversight
System [(HIOS).

If wou have been notified by CCIIO that the requirement to submit
form filings applies to you, please access the User Reglstration Form
from CCIIO's website here,

A completed User Registration Form must be submitted to the HIOS
help desk at insurancecversightihhs.gov.

For general questions, please send an emaill bo
formiilingfcms. hihs gow, For questions related to HIOS or tech'llu:al
Issues, please send an emall bo Insurancegvers hih
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3.1  Company

Before creating a new company, the user must perform a Federal EIN Search to ensure the
company is not already registered within HIOS. If any of the details of the company are
incorrect, please contact the Help Desk to submit corrections.

Figure 24: Register an Organization

Health Insurance Oversight System

Thursday, February 21, 2013 HOME | FAQ | CONTACTUS | SIGN QUT

Welcome Jessica Rabbit

Organization Registration

Flease enter your company's 9 digit Federal EIN below and select "Search’ to determine if your company
currently exists in HIOS.

L N
Federal EIN: | |Search

N\

The user must complete the steps below to register a company.
1. Select Register an Organization link on the HIOS Portal Home Page.
2. Key in the company’s Federal EIN.
3. Select the Search button.

Figure 25: Organization Registration page - No company found

Organization Registration

Please enter your company's 9 digit Federal EIN below and select *Search’ to determine if your company
currently exists in HIOS.

Federal EIN: [000113333

Company
No Company Found

You may register your company in HIOS by selecting the 'Create Company’ button below to enter your
company's information.

Create Company/|

4. If the company is found in the search results, the user may proceed to Section 4.2 to set
up a new lIssuer, if needed.
5. If the company is not found, select the Create Company button.
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Figure 26: Register New Company

Health Insurance Oversight System

Thursd lay, Februar ¥ 21, 2013 HOME FAQ | CONTACT US | | 8IGN OUT

Welcome Jessica Rabbit

Register New Company
Please fill in the form below with your Company's information,
Note: (*) Indicates a required ficld.

=Company Legal Name: [Any Insurance Gompany |

*Incorporated State: [Ge =

Federal EIN: 000112222

NAIC Company Code: |

MNAIC Group Code: I—

Group Name: [Any Insurance Company
AM Best Number: I—

Not For Profit: r

Co-0p: (=

Domiciliary Address

*Address Line 1: [125 Man Strest
Address Line 2: -
*City: [amwtown
*Srate: [Me =

*Z1P code: FRF

ZIP Plus 4: I—

Review/Continue

6. Enter in the details of the company. Be sure to complete required fields, which are
marked with an asterisk (*).
7. Select the Review/Continue button.

Figure 27: Review Company Information

Review Company Information
Company
Company Legal Registered Federal LELE AM Best Mot Co- Address Line Address Line " ra i )
Company -or City State Plus
Name State EIN Number N op 2 Code
Code Profit 4
Any Insurance C 00011222 No No 123 Main Str Anyto MD 2120
ompany 2 eet wn 1]
Company Group
NAIC Group
Code Group Name
Any Insurance
Company
Back Submit

8. Confirm the accuracy of the information provided. Select Back to correct any
information or Submit to complete the request.
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Figure 28: New Company Confirmation

Health Insurance Oversight System

Thursday, February 21, 2013 HOME | FAQ | CONTACT US | | SIGN OUT

Welcome Jessica Rabbit

New Company Confirmation

Your request to register the Company below has been submitted for approval. Once approved, you shall
receive a notification email.

Company
~ - NAIC - N ~ - =
Company Legal | Registered | Federal Company | M Best >0- | Address Address State
Name State H ZOmPANY | Number . Line 1 Line 2 =
Code
Any Insurance 0001122 123 Main Str Anyt 2120
Company pe 22 Mo No eet own MD o

Company Group

O EELY Group Name

Code

Any Insurance
Company

9. Select the Continue button to return to the HIOS Portal Home Page.

The requests will be submitted for approval. The requesting user will receive an email once the
new company has been approved.
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3.2

Issuer

Before creating a new issuer within HIOS, an associated company must be registered and
approved in the system. The user must perform a Federal EIN Search to ensure the company is
already registered within HIOS. If any of the details of the company are incorrect, please contact
the Help Desk to submit corrections

Figure 29: Organization Registration

Thursday, February 21, 2013 HOME | | FAQ | | CONTACTUS | SIGM OUT

Welcome Jessica Rabbit

Organization Registration

Please enter your company's 9 digit Federal EIN below and select "Search’ to determine if your company
currently exists in HIOS.

Federal EIN: |000112222

Company

Company Legsl Address Line | Address Line

MName

Ary | 122 Mai
Any Insurance oc 000112222 - Anytown | MD | 21200
Company Street

Issuers

There are no Issuers currently registered in HIOS for your company

Accessibility | Rules of Behavior | web Palicies | File Formats and Plug-Ins

U.S. Department of Health & Human Services + 200 Independence Avenue, 5.W. - Washington, D.C. 20201

To search for an FEIN, complete the following steps:

1.

2.
3.
4

Select Register an Organization link from the HIOS Portal Home Page.

Key in the company’s Federal EIN.

Select the Search button.

If the company is not found, the user must create the company first. See Section 4.1 to set
up a new company.

If the company is found in the search results, check the existing list of Issuers associated
to the company to ensure the issuer does not already exist.

If the issuer does not already exist, select the Add Issuer button.
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Figure 30: Register New Issuer page

Health Insurance Oversight System

Thursday, February 24, 20413 HOME Fagg COMTACT US SEGMN OUT

wWalcome Jescica Rabbit
Register New Issuer
Pl=a== Till in The form Dedow wilh yowr Isswer's infommation.

Mote: (=) Indicates & required feld.

[ssi=r L=gal Mame: Any Insurance Company
=R=gist=r=d State: =
F=d=ral EIN: 000112222

=l
=Addire=s Line 1 |
Lddirms Lirss 2 |
=Cityr: [
=State: =1
=ZIF code: -
ZIF Pilus= 4.
Sawve and Sdd snother Issusr

Below ar= the Issuers that youw have reguested o oreate. To rmmowve an Isswer from the tabile, you may select
the Damlete link om that row .

resTc rasoc
Fadmrel LN Somoemy Sroam Moot adirens A2dTERr chy siews SZTF
Codm Code i

7. Complete the fields and confirm you have selected the Registered State of the new issuer.

All required fields are marked with an asterisk (*).

When complete, select the Save and Add Another Issuer button.

9. When all new issuer requests are completed, confirm the accuracy of the issuer details in
the summary table at the bottom of the page, and then select the Submit button.

®

The requests will be submitted for approval. The requesting user will receive an email once the
new issuer has been approved.
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4 Role Request

All modular access and role requests are to be completed in the Role Request functionality. The
user will be able to submit module access permission request and cross-reference request to

registered companies, issuers, and state (for state users only) all in one location. Users will also
be able to view their existing roles and access status.

Figure 31: Role Request

Health Insurance Oversight System

Thursday, February 21, 2013 HOME |  FAQ

View Existing Roles Request Role

Request Role

CONTACTUS | SIGN OUT

Welcome Jessica Rabbit

Flease =elect a Module from the drop-down list below and follow the prompts to submit a role request. For a
description of each module, select Module Descriptions

Module: — Select Module —

Accessibility Rules of Behawior web Policies File Formats and Plug-Ins

U.5. Department of Health & Human Services * 200 Independence Avenue, 5.W. * Washington, D.C. 20201
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4.1

Module Description Chart

Before requesting a role or access to a module, it is important to review the Module Description
chart to ensure the user only requests access to the modules needed. Select the Module
Description link to view the chart.

Figure 32: Module Description chart

Acronym

HIOS- FF Plan Finder
Product Data
Collection

HIOS-CAP Consumer
Agssistance

Program

Module Name Module Purpose

Plan Finder collects State, [ssuer, and Product
information regarding the private health insurance
industry. For State users, Plan Finder collects data
regarding the inswrance companies within that
state and the products seld to individual and small
group markets to compare to the data filings of
those issuers. Issuer Submission users can
download a pre-populated template, update
product information, then upload the file on the
“Upload Finalized Data Template™ tab.

The Consumer Assistance Program (CAF) is nsed
by states and its case workers to provide
beneficiaries and consumers insurance related
gnidance and assistance.

Provide state users with the capability to collect,
manage and submit information about the various

Role Functionality

State Users: The state representative can wview all the issuer
organizations assigned to that state.

Issuer Users:

Submitter user 15 a representative of an crgamzation who
can submit and view issuer data.

FPrimary Submitter contact: The primary submitter is the
primary contact for the submission 1ssues.

Bachup Submitter contact: The backup submitter is the
backup contact for the submission issues.

Validator user is a representative of an organization who can
validate the data submutted by the issuer.

FPrimary Talidation contact: The primary Validator is the
primary contact for validation issues.

Backup Talidation contact: The backup Validator 15 the
backup contact for the validation issues.

Attestation User: An official within an organization nsually
CEQ or CFO who attests the data submitted.

Administrator User: An official within CCIIO who can
access and view all issuer submitted data and state data.

Install CAP System (Installer) has the ability — System
setup for user authorized ability

Datt:l Collection Upload Process (Submitter) — Reported
Da
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4.2  View Existing Roles

The user can view their existing roles and access permissions on the View Existing Roles tab as
displayed below in Figure 19.

Figure 33: View Existing Roles

Health Insurance Oversight System

Thursday, February 21, 2013 HOME | | FAD | CONTACTUS | SIGHN OUT

View Existing Roles Request Role

View EXxisting Roles

Welcome Jessica Rabbit

Username: jessicarabbit.cgitest@yahoo.com

Plan Finder Module (PF)

Association

s b User Sub-Typs
Type User Type User Sub-Type
Individual Backup
| | 85511 - ACME | Caon -DC
== == fEuEnEE empEny Market Validator | Contact
Small Group .
Primary
lzsuer |zsuer 85511 - ACME Insurance Company - DC MMarket
. Contact
Submitter

Rate & Benefits Information System (RBIS)

Association
User Typ User Sub-Typ
Type User Type User Sub-Type
Individual Badckup
Issuer lssuer 85511 - ACME Insurance Company - DC Market Validator | Contact
Small Group .
Primarny
Issuer lssuer 85511 - ACME Insurance Company - DC Market
. Contact
Submitter
Accessibility Rules of Behavior web Policies File Formats and Plug-Ins

U.S. Department of Health & Human Services * 200 Independence Avenue, S.W. * Washington, D.C. 20201

To view existing roles, complete the following steps:
1. From the HIOS Portal Home Page, select the Role Request button.
2. Select the View Existing Roles tab.
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4.3

Requesting a Role

To request an additional role or module access, a role request must be submitted. Be sure to
review the Module Descriptions chart to ensure the user requests the correct module and role
within the module.

Figure 34: Request a Role

Friday, February 22, 2013 HOME | | FAQ | CONTACTUS | | SIGN OUT

iew Existing Roles Request Role

Request Role

Welcome Jessica Rabbit

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a
description of each module, select Module Descriptions

Module: |Rate & Benefits Information System (RBIS) j
Requested Role: Issuer hd

User Type: [small Group Market Submitter =]

User Sub-Type: |Elackup Contact j

Issuer Association

Please enter the HIOS Issuer ID below

Issuer ID: 85511
Search Result: 85511 - ACME Insurance Company - DC
Review/Continue
Accessibility | Rules of Behavior | web Palicies File Fermats and Plug-Ins
U.5. Department of Health & Human Services - 200 Independence Avenue, S.W. - Washington, D.C. 20201

To request a role, complete the following steps:

1.

2.
3.
4

o o

From the HIOS Portal Home Page, select the Role Request button.

Select the Request Role tab.

Select the Module needed.

Select the Requested Role. The system will only display the specific roles that apply to
the module selected.

If applicable for the module selected, select the User Type from the drop down menu.
If applicable for the module selected, selected the User Sub-Type from the drop down
menu.

If the module requires a cross-reference to a company, issuer, or state, enter the
information and select Search. If a Search Result is not displayed, the user must register
the organization first or verify that the issuer or state reference provided is accurate.
Select the Review/Continue button.
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Figure 35: Request Role Confirmation page

Health Insurance Oversight System

Friday, February 22, 2013 HOME | FAQ | CONTACTUS | | SIGN OUT

View Existing Roles Request Role

Request Role

Welcome Jessica Rabbit

Please review your selections below, and select "Submit’ to submit the new role request for approval, or
select 'Back’ to make changes.

Module: Rate & Benefits Information System (RBIS)
Requested Role: Issuer

User Type: Small Group Market Submitter

User Sub-Type: Backup Contact

Selected Issuer: 85511 - ACME Insurance Company - DC
Back

9. Select the Submit button. The Back button is also an option if the user needs to make
changes to prior to this page.
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5 Trouble shooting and FAQ

51 FAQ’s

Question 1: | forgot my password. What do | do?

Answer: Select the Forgot Password link on the CMS Enterprise Portal

Question 2: | do not see the module access button for the application I would like access. What
do I do?

Answer: Refer user to User Role Request.

Question 3: | received an error stating that | am locked out of my account. What should | do?
Answer: Contact the Exchange Operations Support Center (XOSC).

Question 4: | do not see the specific issuer or company information I am looking for within a
specific module. What should | do?

Answer: Refer to User Role Request instructions.

5.2 Support

CMS Help Desk

For additional assistance, please call the Exchange Operations Support Center (XOSC) at 1-855-
CMS-1515 or email them @ CMS_FEPS@CMS.HHS.gov.
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